Managing Security Risks
in the Oil and Gas Industry

5 Day Intensive Course

> Delivered by ex UK military personnel
> Train the trainer packages available

>

This Safety Works training course is structured to equip delegates with the

specialist security knowledge to perform their management and

supervisory duties to international standards in both security planning and

asset protection. At the end of the training seminar, delegates should

understand the principals of:

e Security Management practice and how to apply these principles

e Learn how to plan and effectively implement security projects

¢ Analyse a suitable cyber protection programme to protect Oil & Gas
intellectual property

e How to improve the professionalism and reputation of the security team

e Understand how to mitigate the full range of risks facing the Oil & Gas
industry

This Safety Works training course is structured to equip attending
delegates with the specialist security knowledge to perform their
management and supervisory duties to international standards in Oil &
Gas Security Management, planning and asset protection. All those who
have responsibility for security or are included in security response plans
should therefore attend.

e Security Supervisors / Managers

e Facility Supervisors / Managers

e HSSE Personnel

e Fire Department Personnel

Day One: Understanding the Professional Issues of Security
Management

e Introduction to security risks in the Oil & Gas Industry

e Consider the full range of risks - Local, National, International
e The management of those risks

e Management Policies and Regulations

e International professional standards

Day Two: The Importance of Security Planning
e Understanding loss
o | egal obligations - Local, National, International
e Loss of reputation
¢ Crime management and prevention
e Principles of emergency response and recovery
o Incident response
o Who does what — who goes where — who calls who?
o On-scene Management
o Case studies

Day Three: Threats to Assets — Security Audits
¢ Key asset/point identification
e Screening
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Personnel
Clearances — forms
International visits
o Contactors and sub-contractors
o Classification of documents - policy
e Information, cyber & computer security
o Clear desk policy
o Workstation/ laptop security
o Data retention
o ldentity theft
e Fire fighting
e Evacuation planning
e Security survey
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Day Four: Principles of Asset Protection
e Physical security
o Perimeter security - zones
o Access control
o Searches
o Cordons
o Surveillance patrols
e |nvestigations / interviewing
e Special risks
o Terrorism
Kidnap
Crowd Control
Bomb Warnings
Search Techniques
Explosive’s recognition
Anti and Counter Surveillance
Firearms and Weapons
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Day Five: Implementing Programmes — What should be in
Place?

o Crisis management procedures

e Business continuity procedures

e Mutual aid

e Communication strategies

e Emergency communication / control centers

e Communication skills - verbal, phone and radio
e Social Media and Public Relations

REVALIDATION:

There is no revalidation period for this course
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